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ABSTRACT

Deep learning-based profiling side-channel analysis has been many proposed. Deep learning-based profiling analysis is a
technique that trains the relationship between the side-channel information and the intermediate values to the neural network,
then finds the secret key of the attack device using the trained neural network. Recently, cross-device profiling side channel
analysis was proposed to consider the realistic deep learning-based profiling side channel analysis scenarios. However, it has
a limitation in that attack performance is lowered if the profiling device and the attack device have not the same chips. In
this paper, an environment in which the profiling device and the attack device have not the same chips is defined as the
different-device, and a novel deep learning-based profiling side-channel analysis on different-device is proposed. Also, MCNN
is used to well extract the characteristic of each data. We experimented with the six different boards to verify the attack
performance of the proposed method; as a result, when the proposed method was used, the minimum number of attack
traces was reduced by up to 25 times compared to without the proposed method.
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Table 2. Network structures for MCNN
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Fig. 4. Experimental results when profiling device is XMEGA128
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Table 3. The minimum number of attack traces

Profilind device Attack device Pre-trained model MMD model
XMEGA128 68 40
STM32F0 >3,000 1,000
STM32F1 >3,000 1,500
XMEGA128
STM32F3 2,400 1,600
STM32F4 >3,000 200
SCARF-IoT 2,950 900
XMEGA128 >3,000 >3,000
STM32F0 15 10
STM32F1 250 58
STM32F0
STM32F3 > 3,000 120
STM32F4 >3.,000 890
SCARF-IoT > 3,000 2,900
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